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Fundamentals for Disaster Recovery for Small Business and Medical Practice

Your need to continue your business in the event of a disaster is no different from GE.  You simply have a smaller budget, and must act accordingly.  But the most important issue to consider is that you cannot recover after a disaster if you have not prepared for the situation before it occurs.  There are four key areas to consider, besides the obvious of cost:

Security     Technology     Redundancy     and     Processing

Keep in mind that the greatest threat to your Security is actually your own employee’s (and Your) human errors.  They can mis-place or file documents, or spill coffee or whatever on them.  As any librarian will tell you, once an item is not readily retrievable, it is as good as gone.  Natural causes like fire and storm damage are the second most likely, while malicious intent is actually very low risk, but nonetheless real.  Most important will be your ability to continue cash-flow and meet contractual or regulatory requirements for preserving and protecting data.  In the case of Medical Offices, HIPAA rules require limited access to the patient records, but long-term maintenance of them as well.  And the nature and frequency of document changes requires special consideration.

Technology need not be extensive, but it is imprudent to avoid it when its benefits far outweigh its costs.  Take for example a dental office with paper records.  Obviously, before Bill Gates, that’s the way they all worked.  But what if tonight they had a fire?  One simple protection would have been to photocopy every page and put it in another file like the original.  But unless it is kept at another location, it is no less vulnerable to the fire.  And the logistics of moving and filing changed papers every day is tedious.  A simple scanner could make a digitized copy, and a portable backup drive, like a USB or CD-R carried to an offsite location each day could meet the need easily at low cost.  Note, though; there are certain system requirements to reach even that limited capability.

The secret to recovery is Redundancy.  You must assess the risks and the means by which they can occur, and plan a strategy which will assure that it is highly unlikely that a failure of one copy to be available would eliminate the second (or third or more…) from its availability.  That is why an off-site storage is desirable.  But purchasing a service from someone may be more costly than is justified, if you think through the need, and how you will address each issue.  So, for example, a three user office could have individual computers for each, and a single hard drive on each.  But if any of the computers fails, that unit’s data is lost, perhaps forever.  A better approach is at least redundant removable drives within the same machine, and/or even better; a simple network wherein each machine automatically backs up its data to another machine’s hard drives.  It should be readily obvious that the purpose of backup is to assure you have another copy of everything you will need, in spite of your seeming efforts to prevent it.

You need not be ISO 900x certified to gain the benefits of meeting the requirements for obtaining such certification.  And doing so will likely lower your costs considerably anyway.  The primary concern is that you define your Processing so it is understood and followed by all your employees, and anticipates the level of technology you intend to use.  As an example, if you use scanned documents for your backups, you must reliably avoid marking again on any scanned document, unless you immediately replace the original with a scanned copy of the new version.  And that is where human error is likely to surface.  So, except for copies of a running document like a ledger, which you should always process as a dated version, perhaps even keeping the earlier copy(s), you must use only a new page for additional data once scanned.  You also must consider human nature; Necessity isn’t the mother of invention, it’s Laziness.  So as much as possible you want to assure your systems are self-backing, and your process forces the initial copying of any new document before the record can be filed.  A simple procedure to accomplish this for an all-paper medical office with scanned backup is to use a sub-folder within each folder into which any new documents are placed.  Then the clerical staffer is given the file to scan the documents before marking them with scan date and putting them into the main folder, and then filing it.

IDEA MAN can help you to map out your processes and assess your risks, and advise on changes you should incorporate in your business to prevent a disaster from being much more than an inconvenience.  But you must do so now.  Later is too late.
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